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I. INTRODUCTION

Mitigating the threat posed by Islamist terrorism is a U.S. domestic and foreign policy priority.  As President Bush has said, defeating terrorism is “our calling.”
  The U.S. response to the rise of Islamist terrorism has made most environments inhospitable to their presence.  Cyberspace is the exception.  It is a sanctuary where Islamist terrorists have the freedom to engage in many of the activities they previously did in the physical world.  

In dealing with Islamist terrorists in cyberspace, the U.S. has two potential policy aims.  It can strive to keep them out of cyberspace by blocking and deterring access to the internet, or it can monitor their behavior in an effort to learn more about their decentralized organizational structure.  The 9/11 Commission calls for the former position.  Under the heading “No Sanctuaries,” it recommends that, “The U.S. government must identify and prioritize actual or potential terrorist sanctuaries.  For each, it should have a realistic strategy to keep possible terrorists insecure and on the run, using all elements of national power.”
  

This paper argues for a counterterrorism cyber strategy that favors intelligence interests over prevention and deterrence.  A strategy that prioritizes gathering information about Islamist terrorists in cyberspace is a way to do that which is most difficult with this decentralized network - unearth it.  Cyberspace is flooded with Islamist terrorists and monitoring their internet activity will help piece together the larger picture of how their network is organized, where its weaknesses are, and how it can be infiltrated.  Alternatively, applying a blanket “No Sanctuaries” strategy to cyberspace will often be futile and may largely undermine intelligence work.  

Part II presents the theory that Islamist terrorists were pushed into cyberspace by U.S. led government opposition as much as they were lured in by the advantages of the Internet.  Part III details how Islamist terrorists actually use the internet.  Part IV evaluates whether U.S. policy should prioritize denying Islamists terrorists access to cyberspace or monitor their presence there, favoring the latter.  

II. IN SEARCH OF FREEDOM

The international network of Islamist terrorists was able to rise to power largely because there was little resistance to its formation.  It is a decentralized network of hundreds of individuals and Islamist organizations whose loose affiliations began in the Afghan War.  At its inception, the connections between many of these individuals and organizations were tenuous.  They needed the freedom to operate publicly to find and forge relationships with each other.  Efforts to curb the rise of Islamist terrorists since the Afghan War have made it difficult for Islamist terrorists to cultivate such relationships.  As governments strive to rid their land of an Islamist terrorist presence, the Islamist terrorist network is increasingly relying on the internet as an environment to operate with the freedom it once had in the physical world. 

In the 1980s, the fear of a Russian conquest over an Islamic state inspired communities from around the world to come to the defense of Afghanistan.  These communities mobilized to create an international network of resources – an “Islamist supply-chain” – that channeled assistance to the Afghanis in the form of an army, the Arab Afghans.  The supply-chain was able to amass power despite a well-defined organizational structure largely because it encountered no resistance from state governments, international bodies, or civil societies.  Much of the supply-chain was in the Islamic world.  As such, the social and political environment was supportive of efforts to assist the Afghan Arabs.  While not necessarily receiving the same level of support, supply-chain members in the western world received no strong opposition to their efforts.  The U.S., for example, either ignored or did not notice al-Kifah’s operations - allowing it to freely recruit American citizens into the Arab Afghans’ ranks.
   

After the war, bin Laden moved to the Sudan because the Sudanese government provided him with the freedom to run training camps for the recruitment and training of Islamic fighters participating in the jihad in Tajikistan, Kashmir, and Chechnya.
  In 1996, an up swell of international pressure on the Sudanese government to limit its support of terrorists led to restrictions on bin Laden’s freedoms.
  Despite some concessions,
 bin Laden was not able to overcome this opposition to his support of Islamist terrorists.  He quickly fled to Afghanistan, a more hospitable area of operation.  Bin Laden’s departure from Sudan illustrates how al-Qaeda’s power – being the hub of an international terrorist network – is contingent on its ability to interact freely with each affiliated terrorist group.  

Upon bin Laden’s return to Afghanistan, he brokered an alliance with Mullah Omar, the head of the Taliban, with the assistance of both Pakistani intelligence and strong financial support from wealthy Saudi businessmen.
  The alliance created an environment in which bin Laden could once again operate freely and play host to disparate Islamist groups as he previously had done during the Afghan War.  al-Qaeda members and their materiel were free to travel into and out of Afghanistan while bypassing standard immigration procedures.
  

In the post-9/11 world, bin Laden is once again deprived of a location to operate freely.  The toppling of the Taliban removed the Afghan sanctuary bin Laden had previously relied on.  The U.S. position of holding countries that harbor terrorists as equally culpable as terrorists themselves has severely limited the locations where Islamist terrorists can operate freely.  As a result, no country has opened wide its door to al-Qaeda to serve as its new Afghanistan.  Due to U.S. pressure, and attacks challenging their sovereignty, even those countries that previously supported Islamist terrorists publicly are now heeding the U.S. warning and are cracking down on them.

Unlike conditions during the Afghan War, Islamists terrorists can no longer openly recruit, train, fund, proselytize and plan their attacks.  Three quarters of al-Qaeda’s leadership on 9/11 has been killed or captured in the past three years.
  To avoid this fate, the new leadership must use the utmost care in their movements and communication.  Doing so severely limits their ability to engage in all of the functions required to maintain an Islamist army.  Hardest of all is communicating with other terrorists and with members of the supply-chain.  To continue their operations, Islamist terrorists have few options available.  They can surreptitiously conceal their identities or move to locations where there is no strong government presence.

By choosing to conceal their identities and live among society, terrorists submit to governments’ opposition to their presence.  Short of a successful Islamist rebellion similar to the 1979 Iranian revolution, governments are not going to allow Islamists to amass much power, especially military power.  A sovereign’s survival from both the U.S. military and Islamist terrorists depends on this.  Although Islamist terrorist sympathizers are prevalent in much of the Muslim world, their support is limited since it’s also subject to the sovereign’s opposition.  

The goal of relocating to an area with no powerful sovereign is to continue operating without a concerted opposition.  Areas outside of federal government reach, such as the Afghan-Pakistan border where neither the Kabul nor Islamabad governments have much influence, can sustain Islamist terrorists’ presence.  While such areas are free from a consistent military presence, they are susceptible to timely military movements that preclude a high concentration of terrorists openly running training camps on the Afghan scale.  Countries with a weak or nonexistent federal government, commonly referred to as “failed states,” are also potential territory for open Islamist terrorist practice.  However, a large enough terrorist presence, for example in Somalia, will likely attract a U.S. military response.  Thus, the days of the large-scale, openly operating Islamist terrorist training camps are over.  No land is truly out of sovereign reach and the threat of a near-by military will severely limit the freedom of movement, training and congregating Islamist terrorists previously enjoyed in Afghanistan.  

Given the shortcomings of these two options, it is now much more difficult for bin Laden to meet with his followers, broker alliances, and plan attacks.  Lacking a home base also makes it harder for al-Qaeda to entertain wealthy donors and maintain training camps.
  Yet, once again al-Qaeda is adapting.  Having taken on a life of its own without bin Laden, al-Qaeda is able to continue with its core functions of spreading its ideology and aiding Islamists around the world with terrorist operations.  It has done so by moving into a widely uncharted territory largely free from sovereign control.  Al-Qaeda and the broader Islamist terrorist network have moved to cyberspace.  

III. ISLAMIST TERRORISTS’ USE OF THE INTERNET


Although Islamist terrorists are making use of the internet, they aren’t doing so to conduct new types of attacks.  They’re primarily using it to keep in touch with the Islamist supply-chain and with each other.  They’ve leveraged the internet as a minimally regulated way to continue with their key organizational functions – communication, indoctrination, training, and revenue generation.  That is, Islamist terrorists primarily use the internet as a shield from government opposition.  However, in cyberspace things change rapidly.  Given the modern world’s increasing dependence on the internet and the advantages over traditional attacks that it affords terrorists, it is only a matter of time until Islamist terrorists use the internet as a sword.  This section details both ways in which Islamist terrorists benefit from the internet.

     A. The internet as a shield

How Islamist terrorist go about using the internet as a shield from government opposition is illustrated by Imam Samudra, the mastermind of the Bali bombings attack in October 2002.  Samudra was indoctrinated into Islamism and accepted the use of terrorism as a legitimate tool of self-defense in the course of reading incendiary Islamist websites.
  Beaming with pride after the attacks, he encouraged others to follow in his footsteps and adopt Islamism by visiting Islamist websites.  He specifically named www.jehad.net, www.jihadunspun.net, and www.istimata.com, explaining "The contents of these sites are the principles of my struggle."
  With no training camp to learn bomb-making techniques, he learned online.
  In internet chat rooms, Samudra freely discussed the jihad against Christians.
  The internet also helped with his reconnaissance.  Samudra chose Bali as the target for the bombing after reading online a warning advising U.S. citizens against traveling to the Indonesian city of Yogyakarta.
  Not surprisingly, Samudra claimed victory by posting a statement on an Islamist website that threatened America, Australia and others with even greater attacks.

As Samudra exhibited, the current Islamist network’s degree of power is highly related to its ability to leverage the internet as a vehicle to circumvent U.S. opposition.  The following gauges the strength of the network’s online presence by evaluating the use of the internet by function: communication, indoctrination, training, fundraising, and reconnaissance. 

          i. Communication

          
That the internet provides cheap, easy, and anonymous communication is a fact not lost on Islamist terrorists.  They use it to whisper secrets among themselves and scream terror to others.  There are a variety of ways to communicate online, all of which are known to Islamist terrorists, including: email, chat rooms, discussion boards, instant messenger, electronic magazines, websites, and voice communications such as PalTalk.

Islamist terrorists exploit free email accounts, like Yahoo! or Hotmail, that allow anyone to register from anywhere in the world without disclosing personal information.  This has obvious benefits to terrorists who prize anonymity.  Wadih el-Hage, bin Laden’s personal secretary, sent emails under fake names such as “Norman” and “Abdus Sabbur” during the planning of the 1998 Embassy Bombings.
  Unwilling to risk phone calls, Khalid Sheikh Mohammed used email to stay in touch with the 9/11 hijackers once they were in the U.S.
  Even when the protection of anonymity is breached, widely available encryption devices prevent its contents from being read.  Hezbollah considers such encryption “brilliant” since it allows members to “send a verse from the Koran, an appeal of charity and even a call for jihad” without detection by “the Americans.”
  

  Like email, chat rooms and instant messenger services can be accessed anonymously for free as well.  Most services require some level of personal information such as name, age, and location, but rarely ensure its accuracy.  As a place where terrorists and sympathizers meet, chat rooms are often used for recruitment.
  Fortunately for investigators, these communications are somewhat less secure since they are not as easily encrypted.  

Many Islamist terrorists groups use websites to communicate with operatives.  Prior to 9/11, al-Qaeda’s website, www.alneda.com, had a message board with benign postings believed to be coded messages.
  Terrorists can also hide messages by embedding them in existing files, like an innocuous picture.  A proficient hacker could sneak into a website and slip directions for an attack into a picture of a tree without the website administrator ever knowing.  This makes the investigators challenge two-fold; find the picture with the hidden message and decode it.  In light of the billions of images online, FBI Director Louis Freeh said that such encryption tactics are "thwarting the efforts of law enforcement to detect, prevent and investigate illegal activities."

Websites are also strategically used as a public relations tool.  Abu Musab al-Zaraqwi serves as an excellent case example.  Following 9/11, al-Zarqawi did not make the cut for the FBI’s top twenty-two most wanted terrorists.
  However, he’s now the only person with a $25 million price tag on his head to equal bin Laden.
  His quick rise to fame is largely attributable to his use of the internet as a megaphone.  Al-Zarqawi’s terrorist group, Tawhid Wal Jihad, is responsible for the beheading of foreign contractors in Iraq, including the American businessman Nicholas Berg.  By posting videos of the beheadings on its website, Tawhid has garnered a disproportionate amount of attention from western media.  The extra attention these provocative videos command helps obscure the fact that, according to U.S. and British intelligence officials, most Iraqi terrorist attacks are launched by Saddam Hussein loyalists.
  

Identifying the individuals who manage the content of a terrorist website is complicated since most use cost-free hosting services that can be accessed anonymously, much like email on Yahoo! and Hotmail.  Tawhid’s website was recently at http://freemyhost.com/tawheed3.
  To avoid fingerprints left by registering and paying for a website, so it could have an address like www.tawhid.org, Tawhid’s website is a subdirectory of freemyhost.com.  Freemyhost.com’s business plan is to lure customers by offering a small amount of free web space and generate revenue by charging for additional web space, changes to a more typical web address, and clicks on advertisements that are part of the free space.
  It has few restrictions but does limit accounts to one per person.
  This business plan is similar to that of hundreds of other companies that offer free web space.  Tawhid is, therefore, able to place large videos online despite the small web space offered by freemyhost.com by linking to websites it opened on other cost-free hosting services.  Freemyhost.com’s terms and conditions state that no illegal content may be posted and that any website not in English will be removed.
  However, as a small company in a competitive market, freemyhost.com is typical in that it does not have the resources to enforce its policies.  

When Islamist terrorists move their websites, usually because their free grace period is over, they post a link to the new main site on Islamist message boards.  There are also “portal” websites that keep track of the changing addresses of terrorists’ websites such as www.raddadi.com/jehad.html.  This method allows Islamist terrorists to continue hopping among cost-free hosting services without losing their anonymity or their audience.

A hybrid public relations tool and communications device is the electronic group, or e-group, that serves as an online discussion board where individuals can anonymously read and post messages usually relating to a central theme.  E-groups can be established quickly, anonymously and for free on Yahoo!  For example, two Yahoo! e-groups "Jehaaad" and "The Jihad Group" post articles and multimedia files chronicling al-Qaeda attacks.
  They serve as meeting places for like-minded individuals to discuss and learn more about jihad.  One e-group, located by the SITE Institute, details a recruitment drive for the current Iraqi insurgency.
  The e-group assaults potential fighters with anti-U.S. rhetoric and religious decrees commanding a violent response.  Through a sequence of secret chat rooms that serve as a screening process, volunteers are provided with training manuals and directions on how to join the insurgency.  

ii. Indoctrination

The traditional form of indoctrination into an Islamist terrorist group is through its ideology.  The Arab Afghans would not have flocked to the jihad if they did not already believe in the cause.  While this fact goes unchanged, the method of delivering Islamist ideology does not.  It is ironic that, despite Islamism’s repression of modernity, the next generation of Islamists is increasingly hearing the call to jihad from the internet.  There are thousands of websites that expound Islamist rhetoric from Islamist scholars, humanitarian organizations, news outlets, and terrorist groups.  As a young audience reads these websites, they learn to sympathize with Islamism and even to champion it.  

Terrorist groups have become adept at using the web to gain broad support for their movement.  HAMAS makes a strong effort to reach readers worldwide by translating its website into seven languages.
  It provides its own account of the region’s history, human rights abuses, and “Zionist terrorism.”
  It even has a section entitled “Political Analysis” that rationalizes its use of terrorism for specific attacks, such as a response to Israel’s security wall.
  A common theme in terrorists’ websites is the use of highly explicit and gory pictures and films of attacks on Muslims.  Intentionally provocative, this multimedia encourages participation in the jihad in two ways.  First, it characterizes attacks on Muslims as morally depraved, thus simplifying what is generally a complex situation into a good vs. evil one.  The terrorists are portrayed as freedom fighters struggling for liberation from an oppressive and ruthless regime that is not above resorting to terrorism or genocide.  Second, they frame the conflict not as a regional issue, but as a direct attack on Islam and the entire Muslim world, thus requiring a worldwide Muslim response in return.  These websites inspire contribution by joining the jihad or donating money to further it.

While there are numerous paths to Islamism, the one most tread is that laid by the spiritual leader.  A spiritual leader is an Islamist scholar able to explain his view of the world convincingly enough to have his audience adopt it.  His message defines what a Muslim is, who the enemies are, and how Muslims must protected Islam from its enemies.  The spiritual leader attracts new members to Islamist terrorist groups by offering an enchanting vision of Islam that glorifies the terrorist acts as martyrdom.  They reach their audience in a number of ways, starting with young children in schools.  As the Islamic scholar Samina Admed states, “The way they teach this whole notion of a holy war — this sinks into these young minds very early on.  You’re talking about little children who go into the madrassas. The end result is indoctrination.”
  Spiritual leaders also use the mosque as a platform to spread their message.  With the advent of the internet, one no longer has to be in a particular madrassa or mosque to hear their fiery sermons; they may be accessed 24 hours a day from all over the world.  This exposes the spiritual leaders to a much wider audience drawing a greater number of people to Islamism.  

Even the most ardent Islamist terrorist is sometimes in need of further indoctrination to reaffirm his beliefs and assure himself that he is performing Allah’s bidding.  This was the case with Nawaf al-Hazmi, one of the 9/11 hijackers.  Sent to California as undercover al-Qaeda agents, al-Hazmi and his partner, Khalid al-Midhar, failed to fulfill their missions of learning English and how to pilot a plane.
  When al-Midhar departed and left al-Hazmi alone, al-Hazmi grew lonely and worried that he would have trouble managing on his own.
  He rekindled his connection with an Islamist support network by following news coverage of the jihad in Chechnya and Bosnia on the internet.
  Reading about the glory of his fellow jihadis kept al-Hazmi’s morale up until he was joined with the other 9/11 hijackers a year later. 

An increase in the use of the internet by Islamist spiritual leaders has softened the impact of government attempts to silence them.  For instance, when the “awakening sheikhs” Salman al-Auda and Safar al-Hawali incited too much unrest in Saudi Arabia, they were effectively silenced by being imprisoned.  Despite the lack of protection of freedom of speech, imprisonment would now have much less of a silencing effect in Saudi Arabia because the sheikhs have websites with their sermons, articles and fatwas (religious edicts).


iii. Training


The U.S has responded to 9/11 by aggressively denying al-Qaeda access to physical training camps.  While operatives who meet covertly can still train on a small scale, there is no known large-scale instruction in military tactics that al-Qaeda operatives previously received in Afghanistan.  However, many of the training functions the camps served have been replicated online.  Without difficulty in gathering large numbers in cyberspace, al-Qaeda can once again enjoy training of its operatives on a large scale.

Training manuals instructing the use of explosive and chemical weapons, counterfeiting, surveillance and counter-surveillance measures, such as the Anarchist Cookbook, have long been found on the internet.
  These manuals are often a compilation of publicly available information.  The Anarchist Cookbook was based on research in Military and Special Forces Manuals available in the New York City Public Library in the late 1960s.
  While technically correct, these manuals are not tailored to the needs of the Islamist terrorist.  That is, they rarely explain which ingredients can be switched for cheap and easy to find substitutes in the field of operation.  They also do not provide much information in terms of who to contact or where to go to get other, more expensive, ingredients or weapons.  There are also cultural differences that such manuals do not take into account.  Since anarchist manuals are largely written by westerners, they lack guidance on how an Islamist terrorist can blend into Western society. 

Islamist terrorist training manuals overcome a lot of the problems inherent in anarchist manuals.  Al-Qaeda regularly issues an online magazine entitled Al Battar, the self-stated purpose of which is the “training and military formation of the Ummah [Muslim nation] for the confrontation with the Crusader campaign that has bared its fangs, starting with the invasion of Muslim countries.”
  Al Battar offers assessment of U.S. security, calls Muslims to arms, provides extremely detailed weapons and explosives instruction, and explains how to develop secure plans for individual missions and for meetings related to operational planning.
  Recently, Al Battar has begun a series on topography, considered by the author to be a science as important as weaponry to the mujahideen.
  Available on e-groups or websites, Al Battar illustrates how these Islamist training manuals are becoming increasingly sophisticated. 

iv. Raising and moving financial assets 

The goodwill built up by online propaganda is not always translated into the recruitment of a new member.  The call to jihad can lead to financial support as well.  Islamist websites full of propaganda detailing the suffering of Muslims measure their success by clicks on the “donation” link. 

During the Afghan War, the Islamist supply-chain identified charities as its preferred method of raising and moving financial assets to the Arab Afghans.  In the name of public welfare, charities extracted large amounts of money from well-intentioned donors and transported this money, and materiel, to the front-lines without much government scrutiny.  The utility of charities as a vehicle to raise and move money was not lost on bin Laden or the Islamist terrorist network.  In fact, it is the primary way they raise money online.

Qoqaz.com is a website of the al-Qaeda affiliated Islamist terrorist group in Chechnya, lead by Ibn al Khattab.
  Qoqaz.com provided news on the Chechen mujahideen that included pictures of mujahideen training and killed.
  In 2000, the website posted the following statement:

There is one trusted agency that has set up operations in the region and we will be posting their contact and bank details, etc. on the Internet very soon insha-Allah [God willing].  This is the only aid agency that the Qoqaz web-sites trust and recommend the people to give their donations to.

Shortly thereafter, www.qoqaz.com posted a link to www.benevolence.org, the website of Benevolence International Foundation (BIF).
  BIF is a Chicago-based charity that described itself as “a humanitarian organization dedicated to helping those afflicted by wars.  BIF first provides short-term relief such as emergency food distribution, and then moves on to long term projects providing education and self-sufficiency to the children, widowed, refugees, injured and staff of vital governmental institutions.”
  Its website was completely innocuous with no hint of its radical agenda of financing the Chechen mujahideen.  

  At times charities will more openly betray their support of Islamist terrorism.  The al-Haramain Islamic Foundation defines itself as, “a private, charitable and educational organization tasked with conveying the true Islamic teachings throughout the world.”
  Yet, prior to 9/11 the website’s description of its charitable activities in Chechnya highlighted a direct link to www.qoqaz.com.

v. Reconnaissance

Long before the term “googling” entered common vocabulary for putting someone’s name in the Google search engine, the internet was a discrete and fruitful way to gather information on just about anyone or anything.  As such, it is an obvious tool for anyone in the spy business.

The lure of cost savings and efficiency gains realized by transferring business functions onto the internet has changed the way businesses operate.  Those companies that make up our nation’s critical infrastructure are no exception.  One of the key missions of the Department of Homeland Security is to “reduce the Nation’s vulnerability to acts of terrorism by protecting our critical infrastructures and key assets from attack.”
  Yet as businesses that make up our national infrastructure go online, they may unwittingly disclose information relevant to terrorists even if it appears benign on its face.

In the fall of 2001, Mountain View, CA, police noticed a suspicious pattern of surveillance of computers managing Bay Area utilities and government offices.
  This led to an FBI investigation that discovered “multiple casings of sites” nationwide.
  Internet users from the Middle East and South Asia were using the Internet to probe U.S. emergency telephone systems, electrical generation and transmission, water storage and distribution, nuclear power plants and gas facilities.
  The investigation took on new significance a few months later when this information was found on computers of al-Qaeda members.
  Richard Clarke, former Presidential Adviser for Cyberspace Security, has noted the ease with which Islamist terrorists can conduct virtual reconnaissance on potential targets and the difficulty law enforcement has in identifying this behavior.
  In his words, “We were lucky in the case of Mountain View, that there were good people watching. It's probably occurring in lots of other places around the country, and we don't have people who are catching it.”

     B. The internet as a sword  

Within months of 9/11, the threat of cyber terrorism was called to the attention of President Bush in a letter written by over fifty concerned scientists.
  The letter warns that, "The critical infrastructure of the United States, including electrical power, finance, telecommunications, health care, transportation, water, defense and the Internet, is highly vulnerable to cyber attack.  Fast and resolute mitigating action is needed to avoid national disaster."

Coined in the 1980s, “cyber terrorism” originally referred to any “major computer-based attack on the U.S. government or economy.”
  Although attacks in cyberspace are not a novel concept, the threat of cyber terrorism by Islamist terrorists is much graver than that posed by traditional hackers.  Traditional hackers tend to be either glory seeking individuals or intelligence agents of a foreign government.  In most cases they are non-violent; they’ll expose security weakness by defacement or surveillance of websites but won’t destroy such websites.  Dale Watson, director of the FBI’s Counterterrorism/Counterintelligence Division, defined terrorist inflicted cyber terrorism as “the use of cyber tools to shut down critical national infrastructures (such as energy, transportation, or government operations) for the purpose of coercing or intimidating a government or civilian population….”
  It is this destructive purpose that distinguishes Islamist terrorists as a greater threat than traditional hackers.  

The worst case scenario for cyber attacks concern digital control systems.  These systems remotely monitor and manage components of national infrastructure, such as the power grid, gas pipelines, and oil refineries.  Fortunately, these systems are not extremely vulnerable.  For example, electric companies receive thousands of attacks each year, none of which has ever caused a black out.
  Even if one were to successfully shut down a power station, the redundancy of the power grid would likely limit most damages.  Black outs are not new to the U.S. power grid and years of dealing with them have made the grid resilient.  That being said, the power grid has revealed some vulnerability recently with the northeast black out in August 2003.  Despite its apparent fortitude, by exposing itself to the internet the U.S. power grid, like other components of national infrastructure, puts itself at risk from an innovative and intrusive hacker.  

There is a growing fear of Islamist terrorists using cyber terrorism to augment the effects of a physical terrorist attack.  Ron Dick, former head of the FBI's National Infrastructure Protection Center, said, "The thing that keeps me awake at night is [the thought of] a physical attack on a U.S. infrastructure combined with a cyber attack which disrupts the ability of first responders to access 911 systems."
  While the national infrastructure may be resilient enough to handle most cyber attacks, how it performs when physically damaged should also be evaluated.

While Islamist terrorists have not yet exhibited the expertise to craft deadly computer viruses or hack into confidential databases, their potential to do so should not be overlooked.  Cyber terrorism offers many advantages to traditional forms of attack: it’s cheaper, easier to hide identities and location, free of physical barriers or check points, exercisable from anywhere in the world, can attack a big number of targets, and can affect a large number of people.
  These obvious advantages have not been lost on al-Qaeda.  The U.S. has already discovered al-Qaeda computers with hacking tools, such as LOphtCrack that can decode an eight-digit password in less than two minutes.
  As Richard Clarke succinctly put it, “When we have the experts telling us we have a big risk, wouldn't it be nice, for once, to get ahead of the power curve, solve the problem, so there never is the big disaster?"

IV. EVALUATION OF COUNTERTERRORISM STRATEGIES  IN CYBERSPACE

The U.S. should not follow the 9/11 Commission’s recommended “No Sanctuaries” approach when dealing with Islamist terrorists in cyberspace.  It should not exclusively block or deter terrorists’ access to the internet.  Such actions have proven to be futile or self-defeating measures.  Futile because internet roadblocks are easy to bypass and deterrence measures have been unsuccessful.  Self-defeating because they undermine surveillance efforts.   A strategy that focuses on monitoring Islamist terrorists’ online behavior will yield much greater benefits by revealing their organizational structure.  

     A. Blocking Access

i. Futility

A counterterrorism strategy that focused on keeping Islamist terrorists off of the internet would be impossible to execute.  First, anonymity is too valued by the internet community and resources too few to require Internet Service Providers (ISPs) to confirm the identity of everyone who registers an email address or website.  Second, kicking someone out of cyberspace is only a temporary measure since any user can recreate his identity and reenter cyberspace through a different ISP.  Third, U.S. legal authority stops at the borders though the internet does not.  The U.S. would have no authority to enforce internet regulations over large areas of cyberspace and would have to depend on the goodwill of foreign countries.  

As described previously in Part III, most online activity, such as obtaining websites and email addresses, can be done quickly and anonymously.  Thus, if an ISP, such as Freemyhost.com, is asked by the government to take down an al-Qaeda website, al-Qaeda can easily move its website to another host.  Unlike passenger screening lists for airplanes, it would be ineffective for the FBI to issue a list of suspected Islamist terrorists who should not be granted website access because cyber identities can so easily be concealed, forged, and changed.  That a website could be run by as many as ten different people, such as al-Qaeda’s website www.alneda.com, further complicates this approach.
  Issuing notices of what a specific al-Qaeda website looked like would be equally ineffective because web space providers lack the resources to effectively police their websites.  

A possible solution would be to remove anonymity from the internet.  Such “know your customer” initiatives have been effective in curbing money laundering in the formal banking system.
  Similar rules would require email programs like Yahoo! and other ISPs to obtain and verify personal information about each of their users.  They could also maintain logs tracking from where and when users accessed the service and how they used it.  This type of information would shorten investigators’ work tremendously by leading them directly to the individual responsible for any online activity.  It would also serve to deter terrorists’ use of the internet.  However, regulations requiring such disclosure would meet significant opposition.  Internet companies would likely reject them as an unnecessary increase in the cost of doing business.  Internet users would likely object that such regulations would unduly infringe on their right to privacy.  

Furthermore, these regulations could be easily side-stepped using internet companies outside of U.S. jurisdiction.  The internet is not sovereign U.S. territory.  In 2002, there were more than 10,000 ISPs worldwide; those outside the U.S. are not subject to its regulations.
  Considering that 19 ISPs were in the seven nations designated by the State Department as “sponsors of terrorism,” it’s unlikely these countries will enforce U.S. regulations.
  Without a worldwide effort to remove unregulated points of entry into cyberspace, anonymity will always exist.

ii. Perversity

Even if successful, blocking Islamist terrorists access to cyberspace would have the perverse result of undermining intelligence gathering.  By depriving al-Qaeda the use of a mechanism, it logically follows that the terrorist group is forced to use an alternative means to achieve the same end.  The risk is that the alternative method is one that will be less susceptible to surveillance.  Thus, it is imperative that any efforts to deprive al-Qaeda of a tool first weigh the chance that such an action would permanently prevent al-Qaeda from achieving its goal against the risk that it would push al-Qaeda into a less transparent mode of operation and thus lose a valuable source of intelligence.  

Since any effort to kick Islamist terrorists off the internet would only do so temporarily, the marginal benefit of such an act is outweighed by the cost to surveillance measures.  The lack of intelligence on al-Qaeda’s financing that resulted from U.S. efforts to deprive al-Qaeda access to the formal banking system foretells the costs of denying al-Qaeda internet access.  After the 1998 Embassy Bombings, the western financial system was given the authority to freeze bin Laden’s assets.  The U.N. sanctions successfully froze $254 million of Taliban money, although it remains unclear how much of this was al-Qaeda’s.
  Perversely, al-Qaeda made a “serious shift in assets from banks to commodities.”
  One such commodity was West-African diamonds, into which al-Qaeda reportedly sunk $20 million.
  Diamonds are much easier to smuggle, untraceable and flow from mines to customers with limited transparency.
  Additionally, U.N. sanctions against the Taliban prevented the western banking system from establishing a presence in Afghanistan.  To move money to and from Afghanistan, al-Qaeda turned to the hawala system, a trust-based method of transferring funds that does not maintain records.
  Encouraging al-Qaeda to use alternative financing mechanisms that are less transparent places a greater burden on investigators to identify where assets are raised, moved, stored and used.    

While Islamist terrorists will not risk exposure to government surveillance unnecessarily, they’re willing to take the risk of using the formal banking system on certain occasions.  When tracing the money trail for the 9/11 attacks, it was the hijackers’ credit cards and bank accounts that led investigators to the hijackers’ accomplices, Ramzi bin al-Shibh, Mustafa al-Hawsawi, and Khalid Sheikh Mohammed.
  However, over two years since the attacks the 9/11 Commission found that “the origin of the funds remains unknown.”
  The money trail is extremely hard to follow outside of the formal banking system because there are few records of transactions.  Despite the U.N. sanctions on al-Qaeda and the Taliban, al-Qaeda was still able to raise and move enough money to fund 9/11.  Depriving al-Qaeda use of the formal banking system did not deter their ultimate goal of conducting a spectacular attack in America but it has deprived investigators of knowledge about the organization of the Islamist terrorist network.  

iii. Recommendation

In the face of this futility and perversity, Islamist terrorists’ websites are often shut down and surveillance measures are undermined; they lose information as a website moves from one location to another.  During the first year after 9/11, www.alneda.com was closed three times only to reappear quickly elsewhere.
  The problem was not that the U.S. government was unaware of the futility of this exercise; the government didn’t order the al-Qaeda website’s closings.  Each closing was initiated by CNN.  The news outlet discovered the location of www.alneda.com and then contacted the ISP for comment as part of its story.
  Previously ignorant to the fact that it was hosting an al-Qaeda website, each ISP immediately shut it down once informed by CNN.

The CNN example presents a new phenomenon.  There are many members of civil society who have a strong incentive to take down Islamist terrorists’ websites.  Once notified, ISPs have little choice but to remove an Islamist terrorists’ website from their server.  Otherwise, they run the risk of criminal sanctions for providing material support to a terrorist organization.  Also, it is not just the news organizations that notify the ISPs, especially now that the ISPs’ ignorance is widely known and has little reporter value for a news story.  ISPs are often alerted to Islamist terrorists’ use of their web space by watch-dog organizations or individual citizens that troll the internet in search of Islamist websites.  These watch-dog organizations and concerned citizens usually lack the resources to gather intelligence from the websites and, even if they did, the capability to act on this intelligence.  They are compelled by a sense of civic duty to report a website’s presence to the ISPs, leading to its removal.  

A specific recommendation is for the FBI to instruct all ISPs to alert the FBI before they close down a website or message board on suspicion that it is operated by Islamist terrorists.  It is probable that most of the time the government was aware of the website’s presence before the media or watchdog organization discovered it.  Thus, the government’s surveillance of the message boards and visitors to www.alneda.com was likely jeopardized once CNN put the wheels of civil society in motion.  This recommendation would allow the U.S. government to control the outcome of the current civil society process only when it would jeopardize an investigation.

     B. Deterring Access

i. Futility

In the early 1990s, when it was still referred to as the “information superhighway,” the internet was an unregulated communication platform.  As a broadcast medium that transcended geographic boundaries, both providers and consumers of content enjoyed their freedom of speech to the fullest.  Abuse of the internet by certain groups, such as pornographers exposing children to indecent images and Napster users disregarding intellectual property rights, forced the government’s hand to deter abuses of this medium.  However, attempts by the government to criminalize online behavior have been met with fierce resistance from civil liberty advocates.
  Efforts to criminalize those who provide Islamist terrorists with internet access, the real estate agents of cyberspace, have been no different.  


If the veil of anonymity is pierced and an individual within U.S. jurisdiction is identified as providing internet access to an Islamist terrorist, he or she may be in violation of the material support statute.  The government would have to prove that he or she (i) is within the U.S. or subject to its jurisdictions; (ii) provided material support or resources; (iii) knowing or intending that they be used for a terrorist act or going to a designated foreign terrorist organization.
  The U.S. criminal code defines “material support or resources” as:

[C]urrency or monetary instruments or financial securities, financial services, lodging, training, expert advice or assistance, safehouses, false documentation or identification, communications equipment, facilities, weapons, lethal substances, explosives, personnel, transportation, and other physical assets, except medicine or religious materials.

While this definition does not expressly prohibit granting internet access, the government has tried to criminalize such behavior by characterizing it as a form of “expert advice or assistance.”  This is a new theory because the “expert advice or assistance” provision was only recently included in the definition of “material support or resources” by the PATRIOT Act.
  Added as a direct response to 9/11, Senator Patrick Leahy described the insertion of the “expert advice or assistance” provision as a way to criminalize those who knowingly provide flight training for a terrorist act.
  

The Department of Justice tried stretching this provision to include the creation and maintenance of websites in the indictment of Sami Omar al-Hussayen, a Yemeni graduate student studying computer science at the University of Idaho.
  Al-Hussayen provided internet services for three charitable front groups and two Saudi sheikhs.
  In doing so, he exercised significant control over the operation and content of their websites, which contained material designed to recruit mujahideen and raise funds for violent jihad.
  The calls for jihad were not written by al-Hussayen; he only moderated the discussion boards, registered the websites, paid for them, and posted the content.  Among his postings were videos glorifying dead mujahideen, financial solicitations for terrorists groups, and fatwas endorsing "suicide operations against the Jews."
  

Despite their graphic and incendiary nature, as an administrator who’s not the author, the jury found that al-Hussayen did not necessarily know what the messages were.  Thus, the government was unable to convince the jury that al-Hussayen provided material support.
  Perhaps not recognizing the gravity of such statements, they found the posted messages were protected by the First Amendment right to freedom of speech.
  The jury also did not consider “expert advice or assistance,” for material support of terrorism purposes, to include a website administrator posting speech that is not his own.
  Furthermore, the “expert advice or assistance” provision had already been struck down as unconstitutionally void for vagueness by the Central District Court of California, though in a different context that did not involve granting access to cyberspace.

Since it was only one case that extended the First Amendment to protect a website administrator, the government is trying this theory out again on Babar Ahmed, a computer-technician at a London college who set up an al-Qaeda website, www.azzam.com, which recruited and raised money for Islamist terrorists.
  However, the government faces an uphill battle trying to place the acts of website administrators outside the scope of the First Amendment.  

When it comes to deterring individuals from granting internet access to Islamist terrorist groups, locating such e-group and website administrators is hard enough, but since anyone can post on the discussion boards, it’s even harder to hold the administrators accountable for knowingly providing material support to a terrorist group.  

ii. Recommendation

Efforts to deter internet access to Islamist terrorist groups via the criminal law will not be successful without narrowing our current understanding of freedom of speech; a condition the public is not yet willing to accept.  Attempts to do so thus far have undermined public support for the DOJ, which since 9/11 has been perceived as seeing civil liberties as “obstacles.”
  The DOJ has incurred substantial financial costs as the al-Husayyen case was a 2½ year multi-million dollar investigation.
  Ironically, even if the prosecution was successful, there would be little long-term benefit because (i) it is unproven that deterrence measures work against Islamist terrorist who are willing to engage in suicide operations, and (ii) the simplicity of establishing  a website or discussion board makes it easy for Islamist terrorist groups to find alternative administrators.  By not fighting the impossible battle of keeping Islamist terrorists out of cyberspace, the DOJ can more effectively utilize its resources and avoid the negatively publicity associated with prosecution theories that cut too close to the civil liberties border. 

V. CONCLUSION


Assessing the U.S. response to the threat of Islamist terrorism is still premature.  One sign of success is that there has not been a catastrophic attack on the scale of 9/11 in the U.S.  A sign of failure is that Usama bin Laden is still at large.  This indicates that the U.S. does not yet comprehend how the Islamist terrorist network is organized.  

A counterterrorism strategy for cyberspace that adopts the “No Sanctuaries” approach is unsound.  In the realm of cyberspace it is nearly impossible to control Islamist terrorists’ behavior, making prevention and deterrence strategies ineffective.  Yet it is in cyberspace where the greatest potential gains to curbing the threat of Islamist terrorism can be had.  Rather than depriving Islamist terrorists of the internet sanctuary, the U.S. should prioritize monitoring them in cyberspace since the code to the Islamist terrorist organizational structure can be divined from their online interactions.
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